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I. INTRODUCTION

Interconnectivity of medical devices on a converged net-
work with other Information and Communications Technol-
ogies (ICT) is the reality of hospitals today. While intercon-
nectivity can enable new models of care [1], reduce medical
errors [2], and improve patient care [3], such connectivity ex-
poses high-criticality medical equipment to threats that may
affect data confidentiality, system availability, and/or infor-
mation integrity [4]. As technical advancements continue in
medical equipment, the risk of cybersecurity increases as
well. A recent study of German hospitals found a correlation
between the degree of medical device connectivity and the
likelihood of being attacked [5]. To understand, control and
minimize risk, a cybersecurity management vulnerability
system needs to be established involving vulnerability track-
ing, resolution, and lifecycle planning.

Proper cybersecurity management requires both scheduled
and unscheduled work. For many applications and operating
systems, scheduled patching is a monthly task, and unsched-
uled work occurs when there is a need to apply a high risk
out-of-band patch or when a device has been compromised
by malware and requires remediation. This work is not sig-
nificantly different than the typical electromechanical Pre-
ventive Maintenance (PM) and Corrective Maintenance
(CM) work that Healthcare Technology Management (HTM)
departments perform today and can be treated similarly with
appropriate documentation and scheduling. Currently the PM
program in place at the Winnipeg Regional Health Authority
(WRHA) ensures that medical devices are regularly assessed
for accuracy and hidden failures that could pose a risk to pa-
tient care. The proposed cybersecurity vulnerability manage-
ment system aims to emulate the existing practices of the CM
and PM practices by leveraging existing processes and re-
sources to respond to the challenges of managing cybersecu-
rity vulnerabilities.

As we learn to address the risks of cybersecurity within
medical devices, we must acknowledge that the clinical usa-
bility typically outlasts cybersecurity supportability. To ad-
dress this challenge, we provide recommendations for lifecy-
cle management of connected medical devices.

1. Mopirying ComPUTERIZED MAINTENANCE
MANAGEMENT SysTeEM TABLES

The current practices and documentation tracking for the
PM program are built in the Computerized Maintenance
Management System (CMMS) used in the WRHA. Inspec-
tions are scheduled, prioritized using risk-based metrics, and
documented in a single system for improved efficiency and
reporting. The WRHA’s existing CMMS required modifica-
tion to effectively prioritize or track cybersecurity vulnera-
bilities and associate them with affected devices. As this
CMMS is essentially homegrown with an in-house develop-
ment team, we had the flexibility to modify the system to
meet our needs.

Cybersecurity vulnerabilities distributed by our vendors
often contain a list of devices that are affected by the vulner-
ability. If the vendors do not provide a device list for vulner-
abilities or if the vulnerability is for third-party software used
by medical device manufacturers, we must have a mecha-
nism to easily identify those affected devices and associate
them to the vulnerability. The proposed modifications were
to update the CMMS to include additional tables which in-
corporate fields for network information and device’s speci-
fication. As shown in Fig 1, the device can be associated with
the corresponding vulnerability through device specification
and network information.

Fig 1: Database Table Relationship
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The Network Table (Fig. 2) captures device’s network
type, network status, IP address, Subnet, Gateway, Media
Access Control (MAC), date of setup and removal. The net-
work status helps in assessing the risk to the devices. For ex-
ample, if the device is on an isolated network or an inactive
network, then the vulnerability poses less of a threat to the
device.

NetworkiD »  AssetlD - NetworkType - IP_Address » Subnet - Gateway - MAC - Network Status - Date of Setup » Date of Removal ~
1 5 Static 192.168.1.11 1111 11111 1111 General Purpose 2023-06-01

4 4 Static 192168.1.44 4444 444,944 444444 General Purpose  2015- 2025-10-07

8 5 Static 192234556 nactive 2020-10-15

9 1 Static 19213445 General Purpose  2020-05-12  2020-10-14

10 1 Static 1213132 General Purpose  2020-09-02 2020-10-08

1 7 Static manm nnn General Purpose

12 9 Static 99.99.99 v 2020-12:10

13 9 atic 99.99.99

Static
Dynamic

16 2 Dynamic

Fig 2: Network Table example

The Specifications Table (Fig. 3) is used to capture infor-
mation about the device’s operating system (OS), software
(SW), hardware (HW), firmware (FW) and their end of sup-
port dates. When assigned to medical devices in the CMMS,
this information helps to identify assets that contain known
vulnerabilities present in third-party components (such as an
embedded operating system).

= thispec
- Type Description + Vendor Version « Date Modified + End of Support ~ End of Extended Support ~ |
BHardware 10D Screen 20200801
2Firmware HP-100-2 202008-10
3Hardware OLED Display 202 01
4Hardware HDMI Cord
SHardware External 100 GB Harddrive
6Hardware 10068 HDD
90ther
10Hardware 160 GBHDD V12
110perating System  Windows Microsoft 7
120perating System ~ Windows Microsoft 7 Enterprise
14Operating Windows Microsoft 7 Ultimate
150perati Windows Microsoft Server 2008 R2

Windows XPSP2

XP Professional for Emt

160perati
Windows
Windows

2011-07-12
2019-01-08

Windows

bedded Standard 20

200perat Real Time Operating System W
21 Operati Real Time Operating System

22 Operati Real Time Operating System Gree:
230pera Real Time Operating System Microsoft
240perati Real Time Operating System Tron Forum

Real Time Operating System IP Infusion ~ Zeb0S

Fig 3: Specifications Table

250perating System

im. VULNERABILITY EvaLuaTion AnD REsoLuTION

The risk of each vulnerability will vary based on the de-
vice types that it affects, the patients that use the device, the
environment in which it is used, and any pre-existing controls
put in place to protect the device from exploitation. Before
remediation of a vulnerability is implemented, a risk assess-
ment of the likelihood and severity for that vulnerability
should be performed.

The scoring mechanism for medical device vulnerabili-
ties uses a weighted average of multiple factors which in-
clude Equipment Function, Location of Use, Operating Sys-
tem Support Status, FDA’s Medical Device Common
Vulnerability Scoring System (CVSS) [6], and Failure Con-
sequence. Table 1 provides a list of these factors along with
their individual options. The relative weights of these factors
were established through the analytical hierarchy process.

The base score attribute has been taken from the Medical
Device (CVSS) [6].

Table 1: Specifications Table

Criteria Weight Options Assigned Score
[Equipment Function (EF) |6.7% Misc. patient related 1
lancillary 2
Icore 6
life Support ]
Location of Use (LO) 5.3% [Dutpatient areas - i.e., doctor's office 1
[General Care Areas - i.e., inpatient units 3
et locations/labsfexams areas - i.e., X-Ray room 5
ritical care Areas - i.e., ICUs 7
locations - Ofts 9
[operating System 26.4% lsupported 1
lunsupported 9
[Base Score 43.8% None 4]
lLow 2
Medium 4
lHigh 7
feritical 9
Failure Consequences (FC) | 17.2% [No significant consequence 1
Inappropriate therapy/ misdiagnosis 2
[Could cause patient/clinician injury 4
[Probable cause patient/clinician injury 6
[Potential patient death 9

Following the risk assessment, each vulnerability for
each affected asset can be assigned a priority for resolution.
Within the WRHA, we will leverage the CMMS to assign the
work and report on its completion. If a vulnerability cannot
be resolved, we now have a tracking system and risk scoring
system to communicate to management. A governance pro-
cess shall be implemented to escalate unresolved vulnerabil-
ities to our vendors and the internal ICT security team to dis-
cuss alternative mitigation strategies (such as network
segmentation or removal of network connectivity) and the
risk of not installing patches. As examples, patches may not
yet be installed because of delays in validation by the vendor,
the equipment may be beyond end-of-support, or due to in-
ternal delays resulting from other departmental priorities or
an inability for the device to be made available by clinicians.
After the vulnerability has been addressed following the pro-
posed method, any important information is noted on the vul-
nerability associated with that asset and can be updated as
necessary in the future if the connectivity or use of that device
changes.

The 42" Conference of The Canadian Medical and Biological Engineering Society
La Société Canadienne de Génie Biomédical



.‘I. 2021 CMBEC44
Virtual Conference
CMBES/SCGB  May 11-13, 2021

Iv. LiFEcYcLE PALNNING FOR CoNNECTED MEDICAL
Devices

The clinical utility of medical devices well outlasts the cy-
bersecurity supportability of the underlying HW/SW/FW/OS
on which many devices are built. Accordingly, we must now
consider the need to plan for system upgrades throughout the
lifespan of a device to ensure that it can be kept secure within
the network. Where devices cannot be upgraded and patched,
but still have clinical utility, there is a responsibility for the
health organization to manage the risk of that legacy device.
This may be by removing network connectivity, or by re-
stricting the communication of that device to protect it from
potential malware on the network and to protect the rest of
the network from any potential malware on that device. Un-
resolved security vulnerabilities resulting in organizational
risk should influence equipment replacement decisions as
other support factors and device history.

Although we have not incorporated unresolved vulnerabil-
ities in the WRHA equipment prioritization system today,
there are plans to consider this as a contributing factor in fu-
ture iterations of the system. However, there is a need to con-
sider how this will affect funding requirements for connected
medical equipment going forward. For many organizations,
medical equipment replacements and upgrades are a capital
expense and need to be planned for months to years in ad-
vance. Regular upgrades to medical equipment to address
cybersecurity and supportability challenges are becoming an
operational cost and therefore may need to be funded differ-
ently.

v. CONCLUSIONS

An effective cybersecurity management program relies
on consistent and complete patching of cybersecurity vulner-
abilities in an expedited manner. We have presented a pro-
cess to establish a vulnerability tracking, scoring, and report-
ing system that aligns with pre-existing processes for
preventive and corrective maintenance to simplify the work-
flow for staff.

The proposed system introduces a risk-based scoring
system to provide management with visibility into the cyber-
security risk posture of the organization due to the connected

medical devices in the environment. Finally, the implemen-
tation of a governance structure to make decisions on how to
address unresolved vulnerabilities will make healthcare safer
for patients.
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